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Introduction

HP FlexNetwork Architecture

A new dawn of technology innovation is driving unprecedented change. Mobility, virtualization, high -
definition video, rich-media collaboration tools, and cloud computing are reinventing how

businesse@ and peoplefi work. Enterprises that can harness these innovations will have new tools to
drive business advantage and build new opportunities in the global marketplace.

When legacy networks are pushed to the limit, they become fragile, difficult to manage, vulnerable,
and expensive to operate. Businesses whose networks are at this breaking point, risk missing the next
wave of opportunity.

Application-driven, serviceoriented architectures (SOA), and virtualization have banished the client

server model from the data center. Cloud computingalso makes heavy use of server virtualization,

which reshapes data center traffic flows and increases bandwidth demands at the serveedge. By

2014, network planners should expect more than 8

network (LAN) to be between servers.

These efforts at flexibility can be hampered by legacy data center networks. They cannot provide high
enough bandwidth and low enough latency between server connections to support highly mobile
virtual workloads.

As business volumes rise, traffic levelare exploding. Virtualization has taken root across businesses
of all sizes. Today, roughly 20 percent of all workloads are virtualized, and Gartner expects that this
will hit 50 percent by year -end 2012, and continue to grow beyond this level. 2 Traffic within the
server rack is expected to grow by 25 times. Steeped in technology at home, business workers have
quickly acclimated to a rich-media experience and are using video and interactive collaboration tools.
By 2013, more than 25 percent of the documerts that workers see in a day will be dominated by
pictures, video, and audio.® New video applications will push network capacity needs by four to ten

times above current average levelst

Legacy networks, with their decadeold architectures, will be crushed by the onslaught of applications,
virtualization, and rich media. Conventional threetier data center networks cannot meet the security,
agility, and performance requirements of virtualized cloud computing environments. The legacy three
tier network architecture is constrained by oversubscribed, low bandwidth and high latencyi the
exact opposite of what video collaboration requires.

Mobility has quickly become a right, not a privilege. By 2013, the combined installed base of
smartphones and browserequipped enhanced phones will exceed 1.82 billion units.®> The preferred

way to connect will be through wireless LAN (WLAN), rather than lower speed 3G or 4G networks.
Workers need to access applications and content from anywhere to stay productive, and that raans
applications must be delivered flawlessly from a virtual data center to a virtual workplace.

Yet many enterprises have experienced disappointing results with their existing WLAN deployments
because of a poor wuser expe rstake tomeettherdemarad fonneobilityo r k
The embrace of smartphones and tablets at work will also break the traditional models for identity
management and security that allow access based
Today 6s n etberdesighed to meetsthe unique requirements of the data center, corporate
campus, and branch office. By segmenting their networks, enterprises will be able to more easily
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align business initiatives with the underlying network requirements. Enterprises cacreate functional
building blocks that will meet the requirements of the specific application or business service.

With this segmentation of functional building blocks, businesses can choose be#t-class solutions that
fit their needs, rather than beinglocked into a onesizedfitsall solution. By using standard protocols at
the boundaries, businesses can enable interoperability among the network segments and gain both
agility and scale.

The HP FlexNetwork Architecture and its functional building blockgRefer figure 1) are a key
component of the HP Converged Infrastructure. Enterprises can align their networks with their business
needdi even as they changdéi by segmenting their networks into four interrelated modular building
blocks that comprise the HP FEIxNetwork Architecture: FlexFabric, FlexCampus, FlexBranch, and
FlexManagement.

FlexManagement converges network management and orchestration. FlexFabric converges and
secures the data center network with compute and storage. FlexCampus converges wired and
wireless networks to deliver mediaoptimized, secure, identitybased access axd FlexBranch converges
network functionality and services for simplicity in the branch office.

The HP FlexNetwork architecture is designed to allow IT to manage these differemetwork segments
through a single paneofglass management application, HP Intelgent Management Center (IMC).
Due to the fact that he FlexNetwork architecture is based on open standards, enterprises have the
freedom to choose the bestn-class solutionfor their businesses.

Even with the shift to the cloud, the HP FlexNetwork architecture is ideal for supporting this move.
Enterprises deploying private clouds must implement flatter, simpler data center networks to support
the bandwidth-intensive, delaysensitive servetoserver virtual machine, and workload traffic flows
that are associated with cloud computing. They must also be able to administer and secure virtual
resources, and orchestrate orlemand services. HP FlexNetworkhelps enterprises to searely deploy
and centrally orchestrate video, cloud, and mobileoptimized architectures that scale from the data
center to the network edge.

Figure 1: FlexNetwork Architecture
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HP FlexNetwork Architecture Benefits
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HP FlexCampus

Campus networksmust evolve to support user requirements for interactive and videdgch, on-demand
applications and services. Management of identity and security need to be at the forefront and
backed by industrydeading vulnerability research. Campus networks must tranform to easily support
the delivery of applications and services to wired and mobile workers alike.

The HP FlexCampus solution delivers a superior user experience, simplifies network architecture and
management, and ensures performance and agility atthen et wor k edge t o meet
realities. Enterprises deploying a FlexCampus solution gain a secure, flexible, and agile campus LAN
infrastructure that can deliver video and other demanding applications, whether hosted in corporate
data center or the cloud, to wired or wireless users anywhere on the corporate campus.

FlexCampus is based on an advanced twdier switching architecture that improves the performance
of media~ich collaboration applications. With FlexCampus, enterprises can eliminate orreduce the
aggregation layer, which improves network performance and reduces cost.

For greater simplicity and savings, IT staff can manage the entire network from a single panef-glass
network management platform.

Campus Trends

Data Center Consolidation and Cloud Computing

In the past a campus had most of its applications running on local servers. Todaythe trend is to
consolidate all servers and services in a single, centralized data center or to locate the services in a
private cloud.

Figure 2: Data Center Consolidation and Cloud Computing
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The reasons behind this trend are multiple:

9 Operational: it is easier to maintain (install, monitor, update, troubleshoot) the systems if
they are all located in the same place.

1 Resources: no need to duplicatpmication servers, storagbackup resources as well as
expert human assets.

In any of these cases, applications are accessed remotely via a WAN or a VPN, and the total
bandwidth available for these applications is limited by these links.

Application Ar  chitecture and  Virtual Clients

In the past, typical business applications where based on the clienserver model. Different
implementations of the cliensserver model would have differing functions at the client and at the server
side, requiring differing levels of traffic between the client and the server. For example, some table
lookups would be implemented directly in the server; while in others whole tables would have to be
transferred to the client for the search.

Todayo0s busi nes sobagmpletely setvedased with seweldintdrface as the client. In
other words the client is virtualized in the server and controlled remotely via a wekbased interface.
The server side is no longer a monolithic application. It is now a structured serveset with a generic
database server and storage system in the back end, an application server running the specific
application logic in the middle, and a web server in the front to which the client connects.

Figure 3: Multitier Application Architecture and Virtual Clients
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when printing. This works well in the remote datacenter / cloud environment because it makes the use
of WAN/VPN links possible.

Unified Communications and Collaboration

The dynamics of todayds work environment make it
every timethey need to collaborate. The need for collaboration is stronger than ever. Collaboration

now requires multimedia applications that include: voice, video, chat and desktop/application

sharing.

While traditional applications require traffic to flow between a client and server, collaboration tools

require traffic to flow between clients. The former is callednorthsouth (N-S) traffic while the latter is

called eastwest traffic (EW).

Figure 4: N-S vs. EW traffic
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While three-ier database applications and remote datacenters reduce the demand for bandwidth in
the campus, collaboration applications reestabish that demand, adding the need for flatter LANs (less
tiers) whenever possible.EW collaboration traffic has different QoS requirements from the traditional
N-S traffic: low jitter, low delay and intolerance toward packet loss.



FlexCampus Switching am Routing

HP Meshed Stacking

HP Meshed Stackingis a device aggregation technology that allows the interconnection of two or
more switches to form a single logical switching entity. From the point of view of an external switch,
these oOvirt uavk ds asingle switch im all agpects: a single Ethernet switch, a single
routing peer and a single managed device (for example: a single SNMP object instance).

HP Meshed Stackingcan be defined as an infrastructural feature as it allows for the simplificdion of
the physical and logical infrastructure.

Figure 1.1: HP Meshed Stacking

As shown in the figure above, an aggregated switch can be imagined as a single chassis based
switch.

HP Meshed Stacking

Meshed Stackingis another advanced HP technology available in the 3800 switch series. Up to 10
3800 switches can be aggregated to form a Meshed Stack

From the functional point of view it is similar to IRF. The main differences are:

1. Interconnection’Meshed Stackingses a special module dmledicated cables to
interconnect the members of the fabri€ach stacking cable can carry 4p&df traffic in
each direction for a total of 80Gbps

2. Topologies: daisghain, ring and full mesh are supported.

Figure 1.3: HP Meshed Stacking




Table 1.1: Maximum number of devices supported per topology

Number of devices Maximum Recommended for

Daisychain 10 -
Ring 10 6-10 devices
Full Mesh 5 2-5 devices

For fabrics of 5 or less devices, therecommended topology is the full mesh, and for fabrics with 610
devices it is the ring.

HP Meshed Stacking  and Physical Models

Physical switch and link redundancy is not enough. Specific layer 2 and/or layer 3 technologies must
be implemented to completethe redundant solution. For example duahomed access switches will
require a combination of MSTP and VRRP or distributed trunking or an IP routing protocol to achieve
redundancy while avoiding loops.

BecauseHP Meshed Stackingtechnologies can be used inany layer of a LAN they can be
implemented to create variations of the redundant models presentetbelow.

Figure 1.5: HP Meshed Stackingand high availability
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These variations provide high availability without the need for complex protocolcombinations:

1 Layer 2 redundancy is implemented by creating link aggregation groups with ports located
in the different physical switches

1 Layer 3 gateway or routing redundancy is achieved by the control plane aefjgregated
switch

General Requirements

Before introducing the FlexCampus Switching and Routing infrastructuret is important to analyze the
general requirements that must be taken into account:

1. User related

2. Application related
3. Endpointdevices
4. High availability

User Related Requirements
In relationship to the users it is important to know:

1. The total number of users

2. How they are going to connect to the network: wired or wireless, atftkifirst case, at
what speed

3. Their geographical distribution: how many buildings, how many floors in each building,
distance between buildings. Is the area between buildings private or public?

4. What applications will users use the most? A simple user profile can be created.

Figure 1.6: User Requirements
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With this information, it is possible to determine the number of access switches, the number of
ports per switch, the bandwidth and QoS requirements.

Application Related Requirements
In terms of applications, the most important information is:

1. Will business/database applications be used?
a. Whatis their architecture: client only, clierserver, webbased client?
b. Where are the servers located: in a local seffe@m, in a remote dataceet, in a
private cloud in a public cloud
¢c. How many users are going to run each application, and where are these users
located?
2. Which communication and collaboration tools are going to be used: IP telephony, video
conferencing, integrated voice, video, #é&sp and chat?

Figure 1.7: Application Requirements
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Endpoint Devices

Besides personal computers, other devicesan be connected to the network. IP cameras and IP
phones are the mostcommon, but WLAN Access Points can also be consideredan endpoint device
from an architectural point of view.

Figure 1.8: Endpoint devices
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These devices may require:

9 Additional ports and bandwidth

Multicast switching and routing

QoS policies, prioritization in particular
Special VLANSs, for example: Voice VLAN
PoE

=A =4 =4 =

High Availability Requirements

Depending on the nature of the organization that owns the campusand/or the applications used,
different levels of availability may be required. Some organizations may need a fully redundant
network while others can cope with shat periods of downtime or performance degradation.

High availability will require protection against many factors:

Downtime caused by maintenance activities like software updates
Device and device parts failure

Link failure

Attacks and security breache®¢ésFlexCampus Security)

rwObN PR

Figure 1.9: High Availability
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The availability requirements will impact the total cost of ownership. If the network is at the core of the
business, high availability is critical and a high level of redundancy is required. In other cases, short
downtimes may be acceptable and the cost of 100% redundancy may not be justified.

There are two main aspects of availability:

1. High availability can be achieved at the device level, link level, and/or network level.

a. Device level availabilityan be improved by duplicating components as, in the case
of a modular switch, the management module and power supplies; or by
duplicating the whole devicesuch asising device aggregation technologies.

b. Link level redundancy can be achieved by implenmgnithyer 2 technologies like
802.3 Link Aggregaticand Distributed Trunking




2.

c. Network level redundancy can be implemented by using redundancy protocols like
STP/RSTP/MSTP and SmartLink combined with VRRP or by implement redundant
routing environments byising OSPF,-IS or other fast converging protocols.

Is performance degradation acceptable?

For example: if the network experiencesemporary25% loss in performances that
acceptableor would the impact be dangerous for the business?

A similar queson: is it acceptable if a small number of users lose access for a short period
of time?

This is an important question because the cost difference between full redundancy and a
situation in which the network still works but at a slower speed can be retevaf

course, this question can be asked at the different levels detailed above: device, link and
network.



Physical Infrastructure Models

Introduction

A local area network covering a campus is basically a set of interconnected devices that transport
traffic:

1. Between clients and servers in traditional business applications
a. Including between internal clients and Internet services
2. Between clients in collaboration applications

Figure 1.10: Multitier campus LAN
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Currently, the optimal models for a campus LAN are based on a structured, multtier approach.

In the simplest Hier LAN, a single switch (or switch fabric) connects clients to servers and services.
This model is usually applied to small and medium sizd branches. However, in medium to large
campuses, one switching layer is usually not enough.

Using HP technologies a 2tier model can be applied to most campuses. In a 2tier LAN, all client
devices connect to theclient access layerand a core layer connects the client access switches to the
services.

There are cases however, especially in multibuilding campuses where an additional layer is
required between the core and the access layers. This additional layer is calledhe aggregation or
distribution layer.

It is important to note in the case of a local data center or server farm, the services part of the network
can also be structured and multtiered. For example, the servers can be connected to sserver access
layer that is itself comected to the LAN core.

Figure 1.11: 2-and 34ier LANs
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Figure 1.12: Typical single building/2 tier Campus LAN

However, the actual design must be analyzedon a case by casebasis. In some cass, a single or few
remote building(s) will require an aggregation switch, while the rest of the LAN requires only two
tiers. In others, the size of a building will lead to adding aggregation switches. And in some multt
building situations, multiple fiberswill run between buildings and the aggregation layer will not be
required, especially when these buildings have a small number of clients and, as a consequencea
small numberof access switches.

Access Layer

The access layer is composed of switches to hich the client devices are connected. Access switches
connect to the next layer (core or aggregation) by means of uplink ports. Client devices are mostly
PCs andIP phones. In many casesWLAN access points are also connected to the access switches.
Additionally, surveillance cameras and otherendpoint devices can be connected.

Access switches may be required to offer some of the following features:



1. A balanced relation between the number and speed of the access ports and the uplink
ports

VLANSsIncludingMACbased and voice VLANs fardpointdevices

IP routing

IGMP snooping or multicast routing

QoS/DiffServ boundary node features like traffic classification, remarking and prioritization
PoEor PoE-for IP phones, APs and IP Cameras

Security: access control (see thiexCampus Securitgction below)

LLDP fodiscovery ofP phones and other pginerals

© N LD

Aggregation Layer

In those cases wherethis layer is present, most of the routing will be provided here. Aggregation
switches may al® be used to host service modules like WLAN Controllers. Requirements for
aggregation layer switches may be:

1. Highspeedswitching and routing
2. Similar bandwidth towards the access and the core layers
3. High availability

Core Layer
Specific core layer requirenents are:

High port density

High-speed routing and switching
High availability

DC power (in some cases)

PP

2-Tier Physical Infrastructure Models
There arethree types of 24ier models.

91 Non-redundant
o (Gomposedof a single core switch connected to all accesgches
o Ifthere is a need for uplink redundancy, 802.3 Link Aggregétid@Pgan be used
0 Switches at the two tiers can use internal redundancy, such as redundant
management, fabric and power, providing a reasonable amount of redundancy

Figure 1.14: Non+edundant 2tier LAN
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9 Traditional redundantore and ufinks:
o addanother core switch interconnected to the first byhagh-speedlink
0 havetwo uplinks per access switch creating a duained access layer
o ifthere is also a service access layer, ¢hewitches are also duabmed
o if there are servers directly connected to the core, they are -thashed

Figure 1.15: Traditional 2tier LAN with redundant core and uplinks

Core

Access

1 HP Optimized fully redundant
o Switch and link aggregation is implementedatthieve full redundancy, fault
tolerance and loadbalancing with activactive links and devices
A Layer 2 redundancy is provided by the link aggregation groups
A Layer 3 redundancy is provided by the internal mechanisms dfithe
Meshed Stackintechnology

Figure 1.16: HP Optimized 2 tier
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3-Tier Physical Infrastructure Models

There are threetypes of 3tier models.
M Non-redundant

o0 Switches in each layer have a single link to switches in the adjacent layers

o Ifthere is a need for the inteswitch links tdbe redundant, 802.3 link aggregation
can be used

o Switches in each layer chaveinternal redundancy, such as redundant
management, fabric and power, providing a reasonable amount of redundancy
against

Figure 1.17: Non +edundant 3ier LAN
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1 Redundant ore and aggregatiolayer uplinks
0 Aggregation layer switches are ddamed

Figure 1.18: Traditional with redundant core
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1 Redundant core and aggregation layégth redundant uplinks
9 Pairs of aggregation switches are interconnectedhioy+speedlinks
9 Access switches are connected to each one of the switches in the aggregation layer
pair
1 Each switch in the aggregation layer pair is connected to each core switch

Figure 1.19: Traditional with redundant core and aggregation layer
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1 HP Optimized / fullygdundant
o Switch and link aggregation is implemented to achieve full redundancy, fault
tolerance and loadbalancing with activactive links and devices
A Layer 2 redundancy is provided by the link aggregation groups
A Layer 3 redundancy is provided by theeimtal mechanisms of thelP
Meshed Stackingechnology



Figure 1.20: HP Optimized 3-ier
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Logical Infrastructure Models

VLANSs

The most common reason to implement VLANS i® control broadcast traffic. In a flat LAN (where all
switches forward according to Layer 2 addresses), broadcasts travel everywhereln other words, the
whole LAN is a single broadcast domain. This is an important issue, because if broadcastare, for
example, a (very conservative) 1% of the total traffic, the LAN can be forwarding wdl over 100Mbps
of broadcasts. These broadcasts will clog smaller links: WLANSs, Internet firewall links, client access
links and overloaded servers.

The solution is to divide the LAN irio smaller and sometimes dedicated broadcast domains. This was
the purpose of the IEEE 802.1Q standard.

A second reason for VLANS is security: it is simpler to control/ffilter traffic between VLANSs than in a
flat network (see rules number 4 and 6 below).

Examples of ®me basic rulesthat can be establishedare:

1. The number ofvired clients per VLAN must be kept below a certain number. This number

will depend on the applicationsut it will vary between 100 and 200 workstations.
2. If VoIP/IP Telephony is implemented, a dedicated VicAN is recommended and all IP
phones, PSTNageways, etc. must be connected to it. This configiorawill prevent the

need for nulticast routing in the LAN. One caveat is that this configuration depends on the

number of phones. In a large campus, several voice VLANs can be implemented and
routing between them would be implemented at the core or aggregation layers.

3. If possible, network printers should be in the same VLAN as their clients.

4. Guest clients must be connected autoritally to a Guest VLAN that s®lated from the
rest of the network and oly provides Hspitality Services that includaternet access. If a
guest VLAN is not configured, then unknown devices must be denied access to the
network.

5 2[ 1 b | O00Saa LRAyGa ySSR | +[!Db GKIG Aa
APs camassociate SSIDs to different VLANs and wireless clients with different security
clearance levels can be connected to different VLANS, for example, thissfean be
combined with rule 4or guest client devices.

6. ACLs, firewalls, IPSs and other secumtyicksandfeatures can be implemented at the

+[ ! b 02dzyRIFNE O6+[! bQa [okNRBdziAy3a AYyGSNFI

VLAN Implementation

In general, switch ports can be configured to support traffic fom 1 or more VLANs. By default, all
ports are configured with a single VLAN (called VLAN 1). When more than one VLAN is configured

in a port, there is a need for a mechanism to distinguish to which VLAN each incoming frame belongs
to. The standard mechanism defined by the IEEE 802.1Q is to tag packets with sevet fields, one of
which is the VLAN ID.

Port linktypes

In HFG €omware operating system ports supporting only one VLAN are called Access Linkype ports
or simply access portsand the VLAN supported is called thedefault VLAN for that port and the PVID
(Port VLAN ID) is the VLAND of the default VLAN. Bydefault, all ports are Access Linkype ports and
their PVID is 1. Ports can also be configured to beTrunk Linkype ports. These ports support traffic
from several VLANSs, one of which must be untaggd and is the default VLAN (PVID). Finally, some
switches supportHybrid Linktype ports (or simply Hybrid ports). These ports support several untagged
and several tagged VLANS.

Some criteria related to port linktypes are:

1. Workstations are connected taccess linitype ports



2. Inter-switch links are composed of Trunk Ltgke ports where the default VLAN is the
Management VLAN and is used by the network management system to discover and
maintain the network inventory and topology information, and to trpog alarms and
events.

3. Hybrid ports can be used in two situations:

a. When there is a need to configure many tagged VLANs\amhtagged VLAN, like
in the cases of a link with the other end connected to a switch, server, access
point, or router that suppoms either tagged or untagged ports but not trunks

b. When there is a need to have more than one untagged VLAN.

4. Servers can be connected either to access, trunk or hybridyipk ports depending on
the need.

In the case of 3.b, the hybrid port requires additional configuration for it to be able to assign
untagged incoming frames to the right VLANSs. For this purpose, special VLAN mechanisms
(sometimes called special VLAN Typeshave been defined: protocolbased VLANSs, IRsubnetbased
VLANS, and MAC-addressbased VLANS.

Figure 1.21: Hybrid Ports and VLAN identification mechanisms
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Protocol -basedVLAN i s a mechanism that wuses the | EEE 802
determine the VLAN the frame belongs to. It is useful when Layer 3 protocols other than IPv4 are used

in the workstation and are required to be directed to a certain VLAN. Examples: SNA, IPX, AppleTalk

and IPv6.

IP-subnet -based VL AN is a mechanism that uses the source IP address and a subnet mask to
determine the VLAN the frame belongs to. It must be used with fixed IP addresses or static DHCP

entries.

MAC -address -based VLAN is a mechanism that uses the source MAC address and a MAC mask

to determine the VLAN the frame belongs to. It can be used to assign devices like IP surveillance

cameras, IP phones, printers to certain VLANS.

IP Routing

A major topic in any network architecture is IProuting/Layer 3 switching and it is tightly related to
VLANS. With just a few exceptions, in the logical architecture there will be a 1 to 1 match between
VLANS and IP subnets.




2-Tier IP Routing Models
In 24ier physical infrastructuresrouting can be implemented as:

1. Routing at the core only. In this case, VLANs extend from the core all the way to the client
device.
When this model is implemented on top of a redundarti€2 LANwhereaccess switches
are duathomed,aredundancy protocol must be deplogé¢o achieve loadalancing,
resiliency and loop prevention. In a meN(LAN environment Layer 2 redundancy is
achieved via MSTP and Layer 3 redundasmyovidedvia VRRP.
The main issue with this approach is the fact that MSTP/VRRP convergence tirtaes are
long for mission critical networks.

2. Routing both at the core and the access layer. A routing protocol is deployed to route
between VLANSs. The preferred protocol for this role is OSPF because of its fast
convergence, scalability and load balancing tdjig.

Figure 1.22: 2 {ier IP Routing models
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3-Tier IP Routing Models
In 34ier infrastructures layer 3 switching can be implemented in three different ways:

1. Routing both at the core antthe aggregation layers
2. Routing at the aggregation layer only
3. Routing everywhere

Figure 1.23: 34ier IP Routing models
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Multicast
Introduction

When planning for multicast traffic management, different parts of the multicast traffic path must be
considered.

Bet ween the sour ceds, nulicghst mowingenust happendAlsg between thy last
hop router and t hgroup, eanagemmeatméss happenl Forithe firs functionPIM-

DMand PIMSM are the most common solution in todayds
protocol required. When multicast receivers are connected to an L2 switch, then IGMP snooping ath
multicast VLAN can be implemented.

IGMP

The first decison to be made is which version of IGMP will be implemented: IGMPv2 or IGMPv3.
IGMPv3 should be used when sourcespecific multicast is required. This vergin matches adequately
with PIM-SM. If source-specific multicast is not required, thenIGMPV2 is simpler to implement and
maintain. Additionally, not all layer 2 switches support IGMPVv3 snooping.

I f there are multiple | Pv4d gateways in a receive
IGMP. In any case, only one IGMP querier (Desighated Router) can be active at any time.There is no
configuration necessary for this feature to work. If tiere is a need to force one of these routers to

become the querier, it has to be configuredwith the smallest IP address in the subnet.

IGMP assumes that both queries and reports are received by all stations in the subnétit is a single
Ethernet collision domain. By default, Ethernet switches are designed to treat multicast traffic as if it
were broadcast. To avoid multicast traffic being flooded, ethernet switches include the IGMP
snooping feature. It is recommendedto implement IGMP Snooping wheever Multicast traffic is
expected in a Layer 2 switch.

When multiple VLANSs are transported between a layer 2 switch and the IGMP querier and there are
receivers for a multicast group in more than one VLAN, multiple copies of the multicast traffiare
forwarded by the querier.

To avoid this, a Multicast VLAN can be configured in the Layer 2 switch. This feature takes IGMP
reports from a receiverds VLAN and moves them to
forwards a single multicastflow into this special VLAN. The layer 2 switch thencopies this traffic into
each one of the receiverds VLANSs.

Figure 1.24: Multicast VLAN
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Multicast Routing: PIMDomains and MSDP

When planning multicast routing, the first step is to selecthe versian of PIM to be used dense mode
or sparse mode.

PIMDM or dense mode works well in LAN-only multicast applications.

PIMSM is better for large/ multisite networks because it allows for the configuration of multiple
multicast domains.

PIMSM domains can be connected using MSDP (Multiast Source Discovery Protocol).

Figure 1.25: PIM Domains and MSDP
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Quiality of Service
Introduction

In a campus LAN, if the bandwidth requirements are met, the single most important QoS feature is
Prioritization. This feature is critical when interactive applications are implemented.

This is the case of IP Telephony, where the main issue is jitter. Va@draffic is generated by an analog
source and digitized by a codec (known as DSP or Digital Signal Processor). This codec encapsulates
the digitized voice in packets and transmits them over the network. Jitter, refers to a variable increase
in the distance between packets that belong to the same voice or video flow. This increasing distance
can cause a discontinuity at the receiving DSP
video.



Figure 1.26: Packetlevel jitter and voice traffic
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Thesolut on for this issue is to apply prioritizati ol
dispatches voice packets as soon as they are ready without waiting for other traffic, then jitter is
reduced and in most cases eliminated.

Layer 2 prioritization is defined in the 802.1Q standard. In most documentation, the L2 prioritization
scheme is called 802.1p, but this was a temporary standard that has been incorporated to the main
802.1Q (VLANS/ Virtual Bridging) standards.

IPv4 carries a specific field in its header for QoS purposes. Originally, this field was called ToS (Type
of Service) and it was divided in two 3 -bit groups. Today these 6 bits are used for the IP QoS
standard DiffServ (or Differentiated Sevices) and called DSCP (Differentiated Services Code Point).
The DiffServ architecture is detailed in RFC 2475. It is important to notice that even when DiffServ is
part of the IPv4 (and now IPv6) model, it is widely used, with slight adaptations, in

802 .3/803.1D/802.1Q environments.

FlexCampus Prioritization model

RFC 2475 mentioned above introduces the concept of a Differentiated Services (DS) Domain:
ocontiguous set of DS nodes which operate with a
perhopbehavior 6. Thi s dlboondaryeandtinteaor mdes.def i ne s

9 DS Boundary Node: a DS node that connects one DS domain to a node either in another D
domain or in a domain that is not EE&pable.
9 DS Interior Nodea DS node that is not a DS boundiaogle.

This concept can be extended to create a prioritization model for the FlexCampus

Figure 1.27: Prioritization Model
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In this model, voice traffic enters the LAN both at the edge, where IP phones are connected and at the
core, where the PSTNgateways are connected. IP telephony traffic is identified when it arrives at the
first boundary port and marked with the corresponding DSCP value. The DSCP value is used by each
switch in its path across the LAN to apply the proper prioritization. In other words, traffic

classification and remarking is done only once.

Note: the prioritization model for a 2 tier LAN is similar and does not require further discussion.

This configuration is enough for voice traffic in a local area network of any size. A similar approach
can be taken for video-conferencing.



FlexCampus Mobility

Wireless Technology Highlights

Designing a wireless network can be a complex process, but meticulous planning and management

will greatly simplify the task and prevent problems in he later phases of deployment. The process
entails assessing a company®6s needs, completing
cover- age, installing devices and applying configurations, and then completing the final site survey.

Next, monitoring of the wireless networkis required and adjustmentscan be made to the RF coverage

as needed.

Wireless design is an art not a science.

Wireless Architectures

With the HP MSM devices, one can choose between two architectures:
M Autonomous Includes me or moreHPMSM APs.
1 Optimized WLAN Includes at least onelPMSM Controller that manages multiple MSM
APs. In the optimized WLAN architecture, the MSM APs are referred to as controlled APs.

Note: In addition to allowing you to manage controlled APs, an M SM Controller can identify
autonomous APs. Typically, howeverthis would only be done to support thirdparty APs (which
must be autonomous).

Regardless ofarchitecture choice, multiple Virtual Service CommunitiegVSCs) canprovide wireless
access for users. Each VSC defines settings for one WLANBY creating multiple VSCs, different
servicescan be supported for different wireless users

Autonom ous Arc hitecture

In the autonomous architecture, fulleatured APs providewireless coverage for a specific area. These
intelligent edge devices can enforce your compan
communications through industnstandard authentication and encryption methods. In addition,

autonomous APs can apply sophiscated quality-of-service (QoS) measures and enable Layer 2

roaming (as long as the same VSC is supported in the APS).

Figure 2.3: Autonomous Architecture
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Public Access Networks (Centralized Access Control). When a public access VSG required,
centralized access controlmust be implementedon that VSC. To implement centralized access control
with an autonomous architecture, one of the followingaccess points is required

T MSM313 AP

1 MSM313R AP
1 MSM323 AP
1 MSM323R AP

Note: These products support softare version 5.2.x and below. They do not support subsequent
software releases.

At least one AP inthe system must be one of these models. The remaining APs can lkfferent
models.

When enforcing centralized access control in an autonomous architecturegach AP is configured and
managed separately. However, all APs forward authentication and user traffic on the public access
VSC to one of the APs listed above, which is configured as the access controller.

The AP acting as an access controller forces wirglss users to log in before allowing them to reach
resources beyond its Internet port. (Unauthenticated users can access any resources on the LAN port.)
The access controller authenticates the users either against its local list or an external RADIUS server
To implement dynamic settings for different users or RADIUS accounting, an external RADIUS server
must be used However, special settingscan be configured for all public users on the local list.

HP recommends that customers update to an MSM710, MSM760,or MSM765zI. This is because
these products do not offer the full range of features that an N6M Controller offers and theywill not

be updated in the future.

Optimized WLAN Architecture

The optimized WLAN architecture is exactly what the name implies: a architecture that enablesthe
implemengtion of a wireless network so that it is as effective, efficient, and functional as possible in
any situation. The optimized WLAN architecture enablescentral management of multiple APs with a
controller, which automates deployment and software distribution. The controller also centralizes
device configuration and management. Controlling your APs centrally makes your network scalable,
reducing the complexity of managing (and the time needed to manage) your wirelessetwork.

Figure 2.2: Optimized WLAN Architecture
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With the 5.4 version of MSM Controller software, you can implement an even more scalable solution
for MSM760 and MSM765zI Controllers. A controller team that includes up to five controlleran be
created and these can bemanaged along with their controlled APs from a single interface.

A controller team also provides redundancy. If a controller becomes unavailable, other controllers in
the team will discover and manage its APs, eliminating @ minimizing the disruption to users.

Centralized Access Control and Distributed Forwarding

In addition to giving the advantages of centralized management, the optimized WLAN architecture
allows control over how the wireless traffic is controlled and distributed onto the wired network. For
example, the MSM APscan send wireless traffic to thecontroller for handling, or the APscan forward
traffic directly onto the wired network. This decision must be made&or each VSC (or WLAN) that will
be configured. For some VSCs, the MSM Controllercan handle the traffic. For other VSCs, the MSM
APscan forward the traffic directly onto the wired network.

If the MSM Controller will handle the wireless traffic,t h &se &ontroller for Access Contrad option
must beselected whena VSC is created. This configuration is often referred to as centralized access
control because all decisions regarding each

use

MSM AP forwards the user s o tontrallerfséndsitono itd4fihat Contr o

destination.

Figure 2.3: Centralized Access Control
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One of the main reasons to implement centralized access control on a VSC is to create a public
access VSC, in which users must authenticate through a Web login pag before they can access the
protected network. Centralized access control enables the controller to act as the gatekeeper to the
wired network, enforcing access controls on all wireless user traffic in this VSC.

Centralized access control also benefits neworks that require a large coverage area but have a
limited infrastructure. This is accomplishedy providing an integrated firewall, Dynamic Host
Configuration Protocol (DHCP) server, and RADIUS server for wireless trafficThe downside to
centralized access control is that the controller processes 100 percent of the wireless user traffic in
that VSC. The wireless network thus has a single point of failure, and the traffic detour to the controller
adds latency and traffic on the wired network. In addition, if you are using 802.11n, an evaluation
whether or not a single controller with its single uplink can handle the throughpuimay be required.
Determine if the controller must handle a high volume of guest traffic and how much delay guests can
tolerate.

Although centralized access control solves many problems associated with giving guests wireless
access, it is not usually necessary for VSCs used by employees. When wireless acceisssetupfor
employees, typically they will want the same accessor nearly the same resources that are available to
them through a wired connection. For these VSCs, intelligent APwill be needed to forward wireless
traffic directly onto the wired network. This distributed forwarding approach allows performanceto be
easily scaled by combining the benefits of centralized management with the benefits of intelligent APs
at the edge. (See Figure 16.)

The distributed forwarding approach is ideal for 802.11n deployments, in which high -speed wireless
connectivity generates a greatdeal of traffic. Because each AP forwards traffic independently, the
traffic is distributed across multiple points.Thewired network more easily handles the additional
traffic, and users experience the full benefit of 802.11n.

Figure 2.4: Distributed Fowarding
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With distributed forwarding, there is also anoption to use centralized authentication. With

centralized authentication, APs forward all traffic related to the authentication process to the controller
for handling. In other words, the controller acts as the authenticator in the 802.1X process. The MSM
AP continues to handle the wireless data traffic, transmitting it directly onto the wired network.

Centralized authentication may be implemented under the following circunstances:
f TKS O2yiNRffSNRA Aigus&idbithdnticate users! { RIFGF o6 &S
1 Simplifiedconfiguration ofthe clients on the RADIUS server is desitethe controller is

the only RADIUS client for wireless traftinly one client for the wireless network ahe
RADIUS servereeds to be configured.

Although the MSM APs are sending only authentication traffic (which is a relatively small amount)
to the MSM Controller, the impact of the traffic must stillbe evaluated. For example, how will the
authentication traffic affect traffic flow on the wired network?

Figure 2.5: Distributed Forwarding with Centralized Authentication
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Architecture Comparison

The advantages and disadvantages of each approach for forwarding traffic are summarized in the
following table.




Table 2.1: Advantages and disadvantages of the architectures

Approach Advantages Disadvantages
Centralized 1 Effective coverage of large areas 9 Controller must process 100
Access 1 Centralized management of APs percent of the network traffic,
Control with a controller creating single point of failure
1 Anintegrated firewall, DHCP 1 Designed to handle the throughput
server, and RADIUSserver for associated with 802.11a/g
wireless traffic (ideal for networks standards, it cannot easily address
that have a limited infrastructure) the increased performance that
1 Authentication and access control comes with
for the wireless network 1 802.11n
independent of the wired network 1 No failover mechanism if controller
1 Dynamic meshing across a work fails
space 1 Separate authenti@tion and access

control for the wireless network

Distributed 9 Effective coverage of large areas 1 No public access network (Web-
Forwarding f Centralized management of APs Auth)
with a controller 1 No integrated firewall for wireless
1 Use of the existing corporate traffic

network access control system

1 Dynamic meshing across a work
space

1 Non-blocking architecture capable
of delivering full throughput with
802.11n APs

1 Optional use of the MSM Controller
internal RADIUS server (the
centralized authentication option)

With the optimized WLAN architecture, both centralized access control and distributed forwarding
can be used on the same MSM Controller. This means that the appropriate access contraan be
applied for each group of users and control how traffic is nt onto the wired network.

Combining Autonomous and Optimized WLAN Architectures

When deploying MSM APs, you might use different architecturedor different parts of your network
that have different characteristics. For instance, a large main office mighhave an optimized WLAN
architecture that uses distributed forwarding for employee VSCs and centralized access control for
guest VSCs. However, the organization may also have a branch office that is using a couple of MSM
APs in an autonomous architecture.




FlexCampus Network Management

Single paneofglass networkmanagement

With FlexCampus, enterprises can count on a common operating experience across all network
segments from access to core. H® mtelligent Management Center (IMC) manages ove5700

network devices from150 different manufacturers, enabling IT to seamlessly manage heterogeneous
networks and help ease the migration to besin-class network solutions. IMC not only bridges the gap
between wired and wireless network management, but alsobetween physical and virtual network

management.
For granular network and application access, IMC manages user access control and identithased
policies to not only make sure enterprises know

connected. The result is that IMC speeds application and service delivery, simplifies operations and
management, and boosts network availability and security.

IMC offers the following benefits:

1 Lower operating expenses and improved total cost of ownership, becHumgomated
features, default alerts, and a consolidation of tools and correlated information

1 Improved network availability and reliability that result in fewer trouble tickets, thanks to
automated configuration management and comprehensive auditing

9 Quicker problem recognition and troubleshooting

1 Improved endpoint defense, control, and visibility

1 Integrated management between wired and wireless networks, and even physical and
virtual networks

1 Excellent flexibility and scalability for networks ofsidés

1 Multi-vendor support

HP IMC Features

| MC8s base syst em -enonotolesralgmstwish alhareds ofahed 4SO
Telecommunications Management Networkds highly r
Accounting, Performance, and Security).

Figure 3.1: IMC features map directly to the FCAPS model
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The IMC Base Platform and Service Modules

Intelligent Management Center (IMC) is a comprehensive solution for the management of advanced
enterprise networks. IMC was built from the ground up tosupport FCAPS (Fault, Capacity, Asset
Management and Auditing, Performance, and Security management), a standard model for

addressing the management needs of enterprise networks. Ideal for large enterprise IT and data

center environments, IMC uses a serge-oriented architecture (SOA) model to deliver full and

extensible device, service and user management functionality. IMC also ensures performance and
scalability through distributed and hierarchical deployment models and through variable options for
operat i ng system and database support. | MCds modul
separate management tools into a single unified platform.

IMC as a whole consists of a base platform for delivering network resource management capabilities
andopti onal service modules for extending | MC&s f
administrators and operators with the basic and advanced functionality needed to manage IMC and

the devices, users, and services managed by IMC. The base platform incgorates the essential

functional areas of network managementd fault, configuration, asset management and auditing,
performance, and security. The optional service modules enable administrators to extend and

integrate the management of voice, wireless, anl MPLS VPN networks as well as end user access and
endpoint defense management into IMC for a unified element management platform. The IMC base
platform provides the following:

A Resource Management including network device management from the SNMP, Telneind
SSH configurations on a device to Spanning Tree configurations and PoE energy
management and more.

A Configuration and change management for device configurations and system software files
for devices managed by IMC. This includes storing, backing up baselining, comparing, and
deploying configuration and software files.

A Realtime management of events and the translation of events into faults and alarms in IMC.
This includes creating, managing, and maintaining alarm lists, trap and Syslog filters an
definitions, and configurations for notifications of alarms.

A Monitoring, reporting, and alarming on the performance of network resources. This includes
managing global and device specific monitors and thresholds as well as creating views and
reports for displaying performance information.

A Managing access control list (ACL) resources including creating and maintaining ACL
templates, resources, and rule sets and deploying ACL rule sets to devices managed by IMC.
It also includes monitoring and leveragirg ACLs that exist on devices for deployment to other
network devices.

A Monitoring and managing security attacks and the alarms they generate.

A Global management of VLANS for all devices managed by IMC that support VLANS.



A

Administrative controls for maraging IMC and access to it through operator and operator
group management, systerawide management of device data collection and information

shared by all IMC modules including the creation and maintenance of device, user, and

service groups and device venar, series and device model information. It also includes

SNMP MIB management and other systerwide settings and functions.

In addition, IMC also includes service modules for extending and unifying its network management
capabilities. IMC service modules nclude the following optional service modules:

A

Wireless Service Manager (WSM) : The WSM service module integrates the
managementof wired and wireless networks. With WSM, operators can perform wireless
LAN (WLAN) device configuration, view topology maps of the wireless network monitor
performance, manage RF coverage and planning,implementWLAN intrusion detection and
defense, and generate WLAN service reports from the same platformused to manage wired
networks. WSM also provides fault and performance monitoring, reporting, and alarming for
the wireless infrastructure.

Voice Services Manager (VSM): Voice Service Manager (VSM) moduleintegrates voice
servicesmanagementinto IMC for managing converged voice and data networks. VSM
provides voice service management for 3Com and H3C voice infrastructures, including
VCX® Connect platforms, Media Gateway and IP phones. VSM also provides management
and notification of issues that may impact service quality. VSM monitors theroice network
using builtin rules and will diagnose problems, track changes to IP phone status, and track
inventory of communications devices and IP phonesVSM also provides tools to facilitate
troubleshooting and fault isolationas well as real time servicelevel, alerting and reporting.

User Access Manager (UAM): UAM works in conjunction with the iNode client and EAD
to provide endpoint network access control, policy enforcement, quarantine, and a captive
portal for ensuring the security of the network infrastructureUAM delivers the user
authentication, authorization and authorization servicesand supports access policies across a
variety of access devices such as Ethernet switches, routers, broadband access servers and
VPN access gateways to centrally manage access for wiredwireless, and remote users.

Endpoint Admission Defense (EAD) : | MC6s Endpoint Admission
is an optional component of IMC that works in conjunction with UAM and the iNode client to
provide endpoint security. At the core of EAD are itssecurity policy features that enable
administrators to control endpoint admission based onthe identity and posture of the

endpoint. If an endpoint is not compliant with required software packages and updates, EAD

will block orisolateanendpoi ntstopratee$s network assets. E .
component also provides nonintrusive actions to proactively secure the network edge

including endpoint monitoring and notification. EAD also supports security evaluation,

security threat location and sewrity event awareness. EAD also identifies endpoint patch

levels, virus engine and definition file versions, Address Resolution Protocol (ARP) attacks,
abnormal traffic, the installation and running of sensitive applications and status of system
services b minimize the risk of malicious code infections. To ensure continued security, EAD
provides continual monitoring of endpoint traffic, installed software, running processes and
registry changes. These functions ensure that all endpoints connected to theetwork are

secure and thusthat the network is secure.

Network Traffic Analyzer (NTA) : Network Traffic Analyzer (NTA) integrates network
Layer47 monitoring into | MCds network managemen
instrumentation (Netflow, NetStream,sFlow) already available in network devices such as




routers and switches to provide reporting on network resource usage. With NTA,
administrators can tailor NTA®6s data collecti
reporting requirements and viewNT Ads reports directly from | M
provides thresholds for alarm generation and notification when problems are detected by

NTA.

A User Behavior Auditor (UBA) : UBA provides network administrators with visibility into
user behavior for web sites, specific URLs, email sender or receiver addresses, database
access and operations, file transfers, and FTP access. When used in conjunction with the User
Access Manager (UAM) service module, UBA also provides user behavior auditing by user
name and IP address. UBA provides this visibility by analyzing data from many sources
including network address translation (NAT) records, NetStream, Flow and sFlow records,
and DIG probe logs.

A Quality of Service Manager (QoSM) : Quality of Service Manager (QoSM) integrates
quality of service (QoS) management into IMC, providing a single platform for viewing and
managing the configuration, deployment, and optimization of QoS configurations. QoSM
provides administrators with features for managing the configurdion of QoS enabled devices
in the network including the ability to automatically discover existing QoS devices and
configurations and standardize QoS configurations. Q0SM also provides administrators with
QoS analysis and optimization features for measunng the effectiveness of a QoS deployment
as well as recommendations for optimizing QoS deployments.

A MPLS VPN Manager (MVM)  : MPLS VPN Manager (MVM) integrates MPLS VPN
management into IMC, providing a single platform for viewing and managing the
configuration, deployment, and management of MPLS VPN configurations. MVM provides
administrators with features for managing the configuration of MPLS VPN devices in the
network including the ability to automatically discover existing VPN configurations, PE and
CE device management, AS and area management, VPN, and SC managementMVM also
provides fault and performance monitoring, reporting, and alarming for the wireless
infrastructure.

HP IMC Base PlatformDeployment Options

Two deployment models are available fa the IMC base platform: centralized and hierarchical. For
IMC deployments that include service modulesplease referto the sections of this guide that address
deployment options for the service modules you want to deploy.

Centralized Deployment

A centralized deployment of IMC is ideal for infrastructures that have a small number of nodes to be
managed, all of which can be found in a single location. In a centralized deployment, the IMC base
platform is installed on a single server. The IMC databasemay be installed on the same server as the
base platform or it may be installed on a remote server. Operators access all IMC functionality
including alarms and performance reporting from the IMC base platform.

Figure 3.2: Centralized Deployment with embedded DB
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Figure 3.3: Centralized Deployment with remote DB
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When to use a centralized deployment

1 When the total number of nodes to be managed by IMC is less than 5,000
1 When the majority of managed nodes are in one location

1 When the number of collection unitsis less than 400,000

1 When the number of operators accessing IMC is less than 50




Hierarchical Deployment

A hierarchical deployment of IMC addresses the need for managing network nodes that are
geographically dispersed or for managing a large number of network nodes in a single location or in
multiple locations. In a hierarchical deployment, multiple IMC base platforms are deployed. The
databases for each base platform may be installed on the same server as the base platform or may
be installed on a remote server. In this deployment model, one IMC base platform operates and
communicates as a parent between all other child IMC base platform servis. Operators access the
full functionality of the base platform by connecting directly to the individual base platform server.
Performance and fault data however can be rolled up to the parent IMC base platform server, if
desired.

Figure 3.4: Hierarchical Deployment

IMCBase Platform

DomainA

.\ ~ 3436808
Parent

s . Managed Network
-

Operators

Faultand
Performance Data

IMC Base Platform IMCBase Platform

DomainB ‘ . DomainC -
Chl|d @@@\Q P Chl|d @6‘3\9
& \ A

FEPETETA
Managed Network \

- e3dibhol
. \ Managed Netwark
,s Remate \s. Remate
Operators - DB Operators - DB

When to use a hierarchical deployment

1 When the total number of nodes managed by IMC exceeds 5,000 or

1 When the nodesto be managed are located in multiple, geographically dispersed locations
1 When the operators using IMC are geographically dispersed

1 When the number of collection unitsexceeds 400,000

1 When the number of operators accessing IMC exceeds 50

HP IMC Add-on Modules Deployment Options

Add-on modules support several deployment options that can be combinedwt h t he base pl
options

Table 3.1: Deployment Options

Base Platform

Centralized Hierarchical

Same Server Centralized Hierarchical

Separate Server Distributed Hybrid



In a centralized deployment, the NTA service module is installed on the IMC base pldbrm. The IMC
database may be installed on the same server as the base platform or may be installed on a remote
server and is still considered a centralized deployment. The database for NTA can also be installed
on the base platform or on a remote server.An optional Dig server can be used to receive network
traffic and translate into network flow records for NTA processing. A Dig server must be installed on a
dedicated server.

In a distributed deployment, the IMC base platform is installed on a single serer and the add-on
service module is installed on a separate, local server. The IMC database may be installed on the
same server as the base platform or may be installed a remote server. The database for the adsh
may be installed on the add-on server or on a remote server. In this deployment model, the IMC base
platform operates and communicates as a master to the distributed addn slave server on which the
service modules run. Operators accesstheaded nds functionality through t
platform.

In a hierarchical deployment of an add-on module, multiple IMC base platforms are installed on
separate servers. One or more addon service modules are installed on one or more of the existing
IMC base platform servers. The databases for every IMC insince may be installed on the same server
as the base platform or may be installed a remote server. The database for every instance of addn
may be installed on a remote server. In this deployment model, one IMC base platform server
operates and communicdes as a parent to the child IMC instances and to the addon module
instances running on them. Operators accessadeb nds f uncti onal ity through
which the add-on is installed. Alarms and performance reporting for all child IMC instancesand add-
on service modules can be rolled up to the single parent IMC base platform.

Finally, in a hybrid deployment of an add-on module, multiple IMC base platforms are deployed. One
or more add-on service modules are deployed each on a dedicated serverhat is local to an IMC

base platform. Or, add -on service modules may also be installed on the base platform servers. The
databases for every IMC instance may be installed on the same server as the base platform or may
be installed a remote server. The dadbase for every instance of an addon service may be installed

on the server or on a remote server. In this deployment model, one IMC base platform operates and
communicates as a parent to all child IMC instances. If an addon service module is installedon an
IMC base platform, operators will access addon functionality from the IMC base platform upon which
it is installed. If an add-on service module is installed on a dedicated server, this server operates as a
slave to the master IMC base platform instace local to it and operators accessaddon s f unct i o
through the local master IMC base platform server. Alarms and performance reporting for all child
IMC instances and slave addon servers can be rolled up to the single parent IMC base platform.

Note that an IMC base platform instance can operate as a child to a parent IMC server and serve as
a master IMC server to a slave server running one or more service modules.




FlexCampus Security

Overview

In the past, network security was an afterthoughtand laid on top of a network and then usually only

at the perimeter. That was a time when internal employees and contractors were believed to be
trustworthy. However, recent insider attacks have proven that employees cannot be trusted. We are
also seeing nore personal devices on corporate networks that can lead to malware introduction on a
larger scale.

Network administrators must now assume that no one can be trusted and are starting to build
networks based on a zero trust model. This leads to the need tduild security into a network from the
ground up. From a high level, there are two parts to network security. The first is Access Control and
is used to deny unauthorized access and permit access only to those resources that are needed. After
access has keen granted, it is necessary to continuously monitor user and device behavior and detect
and block inappropriate behavior.

Access control can be accomplished in three ways: 802.1X, Web Portal Authentication, and MAC
Authentication. These methods can beused to identify a user / device and then access control lists
can be applied to permit access to only those resources that are needed to accomplish a job. The
three options are listed from most difficult to deploy to easiest, while at the same time beingnost
secure to least secure. There is an added layer available to validate that a device is fully patched, is
running required software, etc. called Endpoint Integrity validation or posture checking. Endpoint
Integrity validation is useful to ensure that @vices have known vulnerabilities patched, enabled
firewalls, and up to date virus definitions in addition to numerous other options. Resource access
control can be accomplished in two main ways. The first is to apply ACLs, Access Control Lists, to
router interfaces at the edge of a VLAN and then to assign users subject to those controls to that
VLAN. The other option is to assign ACLs per user at the edge of the network where the user
connects.

Once a user or devi ce aut he n turecequiramentsatmeyarenpermittes a
the appropriate resources. At this point it is necessary to monitor the activity of that user/device for
inappropriate behavior. This is accomplished with Intrusion Detection/Prevention devices. There are
two main types of IDS/IPS devices, inline and distributed. A TippingPoint IPS is an inline device.
These devices utilize vulnerability signatures as well as anomaly engines to detect inapprojate
behavior. Signaturebased detection is considered to be very accurate aml if done correctly will lead

to very low false positive and false negative events. However, anomaly detection is more prone to
false positive and negative detection. An example of a distributed IDS/IPS solution is using sFlow
traffic samples to look for anomalous behavior. While a detected anomaly may not be considered
certain enough to act upon, it can lead to further inspection. The advantage of a distributed solution is
that detection can be made anywhere in a network where it would be too expensive todeploy an
inline IPS at every location. A good solution would be to deploy both solutions as complements to
each other.

The solutions and technologies discussed above assume that the network they are deployed on is
secure, and called a Trusted Infrastructre. A Trusted Infrastructure is accomplished by configuring the
network to deny unauthorized configuration and topology changes. In its most basic form, this means
setting secure passwords on all infrastructure devices but can be enhanced by implementirg central
authentication system based on RADIUS and using encrypted management protocols, such as SSH,
SSL/HTTPS, and SNMPv3. Beyond securing management access to the networking devices, it is also
necessary to add protection to inherently insecure networlprotocols, such as ARP, DHCP and
Spanning Tree.

To summarize, network security is a solution of various components built upon a Trusted Infrastructure.
There is not one single device or technology that will secure a network. Security requires a Defende-
Depth approach. The solution then follows the user. First a user is authenticated and validated to be



up to date, then the user is only granted access to necessary resources, aka least privilege, and then
the userds behavi or i sonneotionfdrioapmapriate hehaviorg hout t hei
In the next sections, each component will be described in more detail.

Figure 4.1: FlexCampus Security Components
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The first step in network security is to secure the network devicegbemselves. If the network is not
secured against topology and configuration changes, then all other layers of security built on top of
the network are susceptible to attack.

The first step in securing a network must be physical security. While there aresfitures to protect a
device that is physically accessible, it is not as secure as device that is physically secured. After
physically securing a device, it is necessary to control access to the management interfaces of the
devices. This includes strong psswords and ideally a centrally managed authentication infrastructure,
such as RADIUS. Beyond that, it is recommended to utilize encrypted protocols, such as SSH and
SNMPv3 instead of Telnet and SNMPV2. Finally, it is necessary to secure the protocols thaun on the
network. For example, OSPF passwords, ARP Protection, DHCP Protection, etc. are recommended.

The security capabilities and features that the IT staff wants to investigate include physical device
security, frontpanel security, management accaints and passwords, IP Authorized Managers,
centralized management authentication using RADIUS, SSH, SSL, SNMPV3, and a Management
VLAN.

The technologies that can be used to secure network protocols include: MAC address protection, Port
Security, Traffic Hters: Source Port Filters and Port Isolation, Spanning Tree Protection, DHCP
Protection, ARP Protection, IP Spoofing Protection, OSPF passwords, etc.

Figure 4.2: Trusted Infrastructure
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Management features: The recommended management protocolsSSH, SSL, SNMPv3, and SFTP
are encrypted protocols and help with privacy and authenticity. Front panel security allows an
administrator to disable the password clear and factory reset buttons on the front of a switch. These
features are really usefulwhenadev ce i snét physically secured. |
management ACLs are used to deny access to the device except from specified IP addresses. A
Management VLAN can be used to further secure access to the device management as that VLAN is
usually not muted to other VLANSs and requires that a management station be on the Management
VLAN. Finally, a central authentication infrastructure, RADIUS, is recommended so that usernames

and passwords do not have to be shared and for accounting and auditing.

MAC L ockdown and MAC Lockout: These two features provide a type of porbased security.
Both involve the specification of MAC addresses as part of their configuration. Whereas, MAC
Lockdown is used to ensure a particular device can only access the network thrah designated ports,
MAC Lockout is used to ensure a particular device does not access the network through one or more
switches.

Port Security:  This feature enables you to configure each switch port with a unique list of device
MAC addresses that are auttorized to access the network through that port. This enables individual
ports to detect, prevent, and log attempts by unauthorized devices to communicate through the switch.
The closest feature to ProVision Port Security on a Comware device is the max MA&ddress feature.

Layer 2 traffic filters: In the case of both ProVision and Comware software, traffic can be
controlled based on source and destination port.

Spanning Tree Protection: This feature is used to protect against a rouge device being inserted
into the network and causing topology changes and service interruptions. The specific features are:
BPDU Filtering, BDPU Protection, Root Guard, and TCN Guard.

DHCP Protection: DHCPis designed to work in the trusted internal networkand does not provide
authentication or access controls Because of this lack of builin security, a DHCP server has no way
of verifying that the client requesting an address is a legitimate client on the networkSimilarly, the
DHCP client has no way of knowing if the DHCP grver that offers it an address is a legitimate server.
Therefore DHCP is vulnerable to attacks fromboth rogue clients and servers.

There aretwo types of common DHCP attackdrom which you should protect your network:

1 Address spoofingt A rogue DHCP sawon the network can assign invallladdresing
informationto clientdevicesThis includes the IP addresses of the client itself, the default
gateway, DNS servers, and WINS serW¥thout valid IP addresses, the legitimatigent
devices are unabl® contact other legitimate IP network devicasd users are prevented
from reaching the resources they need to do their jobs.



9 Address exhaustiort An attacker can access the network and request IP addresses until
GKS 51/t &S NI3S NIPaddassaslislexbausted. This@leverits:legifintate
clientsfrom receiving IP addresses and accessing the network

Both of these attacks can disrupt network service and cause security breaches.

ARP Protection: ARPisusedt o r esol ve a devsiMAE @&ldres$. RRPxmeates &d st «
populates a table of known IP addresses and the associated MAC addresseas it requests
information for unknown MAC addresses. Most ARP devices update their tables every time they
receive an ARP packet even if they did not rgquest the information. This makes ARP vulnerable to
attacks such as ARP poisoning, ARP snooping, and DoS.
ARP poisoning occurs when an unauthorized device forges an illegitimate ARP response, and other
devices use the response to change their ARP tables the example shown here:
1T Device A broadcasts a request for device
1T Device C, the intruder, responds by mat cl
MAC address.
1 Atthe same time, device C sends a packet to device B, posing as device A. Any
response intended for device B, the legitimate owner of the IP address, now goes
astray to device C.
T When device A updates its ARP table with

considered Opoisonedo6. Because deeviiccee CBIOS:
MAC address, all IP traffic that device A wants to send to device B is sent to device
C instead.

By positioning itselfusing a traditional 6 maimthemiddle6 st y |, @evieetCtcancdpture

information such as usernames and passwords, emainessages, and other confidential company
information.

ARP poisoning can also take the form of unsolicited ARP responses and can lead to Boattacks. For
example, device Ccan poisonot her dBRtabtsddyd associ ating the net we
addresswith the MAC address of some endpointstation. Because theendpoint station does not have

access to outside networks, outgoing traffic is prevented from leaving the network. Thendpoint

station may also become easily overwhelmed by the unexpectedtraffic.

IP Spoofing Protection: Many network attacks occur when an attacker injects packets with forged
IP source addresses into the network. Also, some network services use the IP source address as a
component in their authentication schemgssh)relFor e

on the IP source address for packet authentication. SNMPv1 and SNMPv2c also frequently use
authorized IP address lists to limit management access. An attacker that is able to send traffic that
appears to originate from an authorized IP souce address may gain access to network services for
which he is not authorized.

ProVision switches provide a feature called Dynamic IP Lockdown that provides protection against IP
source address spoofing by means of IRevel port security. IP packets receied on a port enabled for
dynamic IP lockdown are only forwarded if they contain a known IP source address and MAC
address binding for the port.

Dynamic IP lockdown uses information collected in the DHCP Snooping lease database and through
statically configured IP source bindings to create internal, pegport lists. The internal lists are




dynamically created from known IRto-MAC address bindings to filter VLAN traffic on both the source
IP address and source MAC address.

Comware switches provide a featurecalled IP Source Guard that can help to mitigate an IP spoofing
attack. The IP Source Guard function can be enabled on user access ports of the switch to improve
network security. It prevents illegal packets from traveling through the ports. When a port mabled

with the IP Source Guard function receives a packet, the port looks up the key attributes (including IP
address, MAC address and VLAN tag) of the packet in the binding entries of the IP source guard. If
there is a match, the port forwards the packet If there is no match, the port discards the packet. IP
source guard bindings are on a perport basis. After a binding entry is configured on a port, it is
effective only on that port.

To implement the management security features, all that is necessary & RADIUS infrastructure and a
supporting client/application. The features themselves are configured locally and do not
interoperate/depend on with other network devices.

Deployment is a simple configuration assuming a RADIUS infrastructure is availableHP recommends
that all insecure management protocols be disabled, including Telnet, TFTP, HTTP, and SNMPv1/2.
Use SSH, SFTP, HTTPS (SSL), and SNMPv3. Then configure each to authenticate to a RADIUS server
as a primary authentication method with no backup, except for the console port, which must use the
locally configured passwords as a backup. Formaximium security, the local operator and manager
accounts should have unique usernames and passwords for each device. These are only used if the
RADIUS infrastucture is unavailable. Then at a minimum, Spanning Tree, DHCP, and ARP Protection
should be enabled to protect these insecure protocols. The other security features should be
considered as needed.

Unified Access Control

Introduction

Securing a LAN netwark infrastructure is no easy task. Factors such as cost, network instability, risk of
breach, and ease of implementation all play an equal part in making the right decision to secure a
LAN. In some cases the necessary capabilities are already available bit in to your last LAN refresh

to make the network more secure? Take for example IEEE 802.1X, originally specified in 2001.
Although still a relatively new protocol, it has been around for a while, fueled greatly by its
predominant role in securing wireless networks. 802.1X has also been shipping with HP switching
products for several years, now and an increasing number of customers are recognizing the
importance of both protected and differentiated access to a vital and sustaining piece of their
businesg$i the network.

OMy network devices are all in secure | ocations
security do | Baneahe onoe safthatthe ahly Way to truly secure your servers was

to unplug them from the network. With the proliferation of the Internet and ecommerce, our private
networks are not so private anymore. Breaches and denial of service attacks are commonplace and
providing unfettered access to anyone who plugs into an R45 jack is an absolute risk to your

business. A single point of entry and sometime is all that are needed for a malicious user to gain
unauthorized access to information or to deny service to authorized users.

How can the network be defended against a malicious useror a disgruntled employee?Isthere
adequate protection for network looping? Any public areas that offer access tothe network pose a
threat to its overall health. Even the private areas of the network are constantly at risk from employees
within the trusted network.

Identification through authentication, authorization, and accounting along with network segmentation
are the best ways to provide access without giving away the keys to the kingdom. Implementing
Access Control will not solve every problem, but just as securing house by locking doors and gates
will not necessarily stop a burglar from entering, it may cause the burglar to give up and move to



another house. In the same way, the more layers of security that cabe added to the network, the
better it may defend against attacls.

Problem statement section

The adoption of the IEEE 802.1X protocol and other authentication methods on wired networks has
been relatively slow when compared with wireless networks. One reason offered is the complexity of
getting all of the many piecesworking together correctly. For example, for a successful 802.1X
authentication, you need a special piece of client software called a supplicant, a physical point of
attachment that has 802.1X processing capabilities, and an authentication server to authdee the
request. There are many choices of client and server software and a vast collection of authentication
protocols to choose from.

Another reason is the variety of devices and how they attach to the network VolP phones, printers,
kiosks, laptops and FDAs can be either mobile or stationary. The network endpoint may or may not
support IEEE 802.1X or provide a way for a user to interactively provide login credentials, so a
holistic approach is needed when the decision is made to authenticate every networkd port on the
LAN.

Technical overview and design concepts

Figure 4.3: Unified Access Control

Any discussion regarding secure best practices for the LAN needs to start with three central concepts,
collectively r ef er mauhertiation authéridafion, aindBecouptinge A6
(auditing)fi are the main security concepts to consider when imgmenting access control security on
the network. You not only want to provide access to those who need it, but also to limit the level of
access and be able to monitor it.

Authentication establishes that an entity or subject is the identity that it claisito be. The entity could

be a network endpoint such as a laptop, a printer, or a VolP phone. Or the entity could be a user that
needs to authenticate in order to use the networ
Authentication, in its simplest 6rm, is established by the entity presenting a username and password

to the authentication server, which validates these credentials against a stored database such as

Active Directory or LDAP. This is an example of singkfactor authentication. The subjectb k n o ws 6




something that is shared with the authentication server, and authorization is achieved once the
credentialsi shared knowledgefi are verified by the authentication server.

The problem with a singlefactor authentication scheme is thathe identity of the subject cannot be
guaranteed. | f | know John&6s username and password, f ol
have the same rights as John. John can share this information knowingly or it can be retrieved through

a brute force attack. To combat this problem, twofactor authentication is added to the security model.

I n addition to something the entity oknows, 6 som
a smart card.

There are also thregfactor authentication models, hcluding biometrics such as fingerprint readers that
are becoming more common and shipping standard with laptops. Cost and data sensitivity are
usually the determining factors in deciding how many levels of authentication are used. Most
enterprises typicaly mandate twofactor authentication using smart cards and password
authentication, with increasing levels of authentication depending upon the sensitivity of the data and
a corresponding oneed to know. 6

Aut horization is the s ofcsesionestaBlishmentwiherebysthet he pr oce
authentication server grants the entity a level of access to the network. The level of access granted
should involve the concept of o0least privilege, 6
the subject toperform its duties yet no more. With HP devices,authorization controls such as Access
Control Lists, Rate LimitingQoS, and VLAN assignmentmay further aid in providing more granular

access to the network.

The I ast 0AO6 t o ke e Auditimg capabitities areseeded to keaprtrack of when
users are logged in or have logged off the network, and what they are doing when they are logged
into the network.

It is clear that there are many network endpoints that present themselves in a varietf ways, so there
need to be controls in place that can allow both interactive users to authenticate as well as embedded
network endpoints. For this purpose, 802.1X Authentication, Web Authentication, and MAC Address
Authentication are provided.

IntrusionPrevent System (IPS)

In todayds network environments, the oOnetwork pe
employees entering the network using a Virtual Private network (VPN) or mobile usersemployees

and guests connecting to the network while & the customer site, particularly using wireless access

points.

This drives the needdeépt kd nsdvidgaifirevgly afoedsine longee
considered the only security device on the networkIn addition to the network border, the internal
network is subdivided into separate oattack doma
this not only contains outbreaks within the LAN, but also allows continued IPS protection if one unit is
bypassed for maintenance. Inmostcasesus er traf fi c can pass through
any cumulative latency is noticed.

The |1 PS6s main component is the Threat Suppressi
reconstructs and inspects flow payloads at the application layer.As each new packet belonging to a

flow arrives, the flow is re-evaluated for malicious content. The instant a flow is deemed malicious, the
current packet and all subsequent packets pertaining to the flow are blocked. This ensures that the

attack never reaches its destination.

Each flow is tracked in the o6connection tabled o
which it was received and its pack®tuphedader info
1 IP protocol (ICMP, TCP, UDP, other)

i Source IP address



Source ports (TCP or UDP)
Destination IP address
Destination ports (TCP or UDP)
IPv6

=A =4 =4 =

Once classified, each packet is inspected by the appropriate set of protocol and application filters.
The IPS filter engine combines pipelined and rassively parallel processing hardware to perform
simultaneous filter checks on each packet. The parallel filter processing ensures that the packet flow
continues to move through the system with a bounded latency (on the order of microseconds) for the
most part, independent of the number of filters that are applied.

The Enterprise class of hardware includes the S2500N, S5100N, and the new S6100N which
support eleven segments, 10Gbps, 5 -1Gbps Fiber, and 5-1Gbps Copper. The S660N and

S1400N series support 5-1Gbps Fiber and 5-1Gbps Copper segments. These are individual
segments and are not shared. These models ship with an expansion slot to add a ZPHA module for
the 10Ghps segment (notes: These modules come in singtaode or multimode. To use a ZPHA with
the other segments a separate external module will be required. In this case it is recommended that a
ZPHA be used if the customer has a single point of failure. If a customer has a redundant network
with dual N -Series devices then in the event of a failurehe backup N-Series device will take over.

The table below details more detailed information on the enterprise class models:

Table 4.1: IPS Models and Specifications

HP S660N HP S1400N HP S2500N HP S5100N HP S6100N
Latency <80 s <80 us <80 us <80 ps <80 ps
IPS throughput 750Mbps 1.5 Gbps 3 Gpbs 5 Gpbs 8 Gpbs
Network

fhrolighput 750 Mbps 1.5 Gbps 15 Ghps 15 Gbps 15 Gbps
Security contexts 1,200,000 1,200,00 2,600,000 2,600,000 2,600,000
Connections per 115,000 115,000 230,000 230,000 230,000
second

Concurrent 6,500,000 6,500,000 10,000,000 10,000,000 10,000,000

sessions

IPS deployment

The most common IPS deployment is at the customer network perimeter, which is those links
connecting the customer network to the Internet. Although the IP8ay be deployed in front of the
firewall, most customers will deploy it behind the firewall. In this way the firewall will drop traffic per
its ACLO6s, thereby reducing the | o-Rlaformdeviceshret | PS.
only can thesedevices be installed at the perimeter but they can also be installed at the core.
Coupled with a Core Controller, the S6100N can be used to inspect up to 16 Gbps of IPS inspection
throughput. The Core Controller has three 10 Gbps segments and 48 coppersegments that can be
attached to multiple IPS devices to increase network inspection throughput. The Core Controller is




capable of handling 20 Gbps of inspection throughput and gives the network scalable IPS capacity
for bandwidth growth.

The IPS is placd indine between two network elements (i.e. between 2 routers or
switches) or can be placed on a switch where it can translate VLANS.

The | PS doesnodt act as a network el &dmhent

simply inspects the traffic. Bcause the IPS is an idine device, the physical interfaces
must match the segment in which it will be placed. These are individual segmentand
are not shared.

Figure 4.4: IPS Deployment Options
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Best Practices / recommendations

The IPS Nseriesachieves a new level of inline, realime protection, providing proactive
network security fortoday's and tomorrow's real-world network traffic and data centers.
Its architecture adds significantcapacity for deep packet traffic inspection, and its
modular software design enables the convergenceof additional security services. These
devices are typically placed in the core all the way to the perimeter. Each device used
in the network is dependent on how much traffic is being generated. For example, ifthe
requirement for inspection requires 3 Gbps of network throughput a S5100N would
typically be used. It is important to use the correct IPS for the amount of traffic that is
being generated on that particular network segment.

Summary

Network security is a solution of various components built upon a Trusted Infrastructure. There is not
one single device or technology that will secure a network. Security requires a Defensi-Depth
approach. The solution then follows the user. First a user is authenticateand validated to be up to
date, then the user is only granted access to necessary resources, aka least privilege, and then the
userf6s behavior is monitored throughout their

c
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FlexCampus Reference Designs

2-Tier Flx<Campus

Figure 5.1: Large Enterprise 2tier Optimized Design
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In the 24ier optimized design, switch and link aggregation technologies are implemented to increase
the number of ports and achieve redundancy while reducing protocol complexity.

The core s implemented using a 10500 switch IRFabric. In the case of the access layer, 3 options
are included: a 3800 switch mesh, a 5500EI IRF and a 5400 modular switch.

Teaming is used to achieve redundancy at the WLAN Controller level.

Figure 5.2: Medium Enterprise 2tier Design
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In the medium size 2tier design, a core with two interconnected 8200 modular switches is used for
dual homing of the 29xx access switches. If more than one MSM76X WLAN controller is required,
teaming can be implemented to provide redundancy.




3-Tier FlexCampus

Figure 5.3: Large Enterprise 3tier Optimized Design
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The optimized 3tier design for the large enterprise is similar to the two tier version. In this case, in the
intermediate aggregation layer 7500 switch IRF fabrics are implemented. The core and access layers
are the same as in the 2tier design. The WLAN controllers are connected to the aggregation layer.

Figure 5.4: Medium Enterprise 3tier Design

The reference design for a mediumenterprise 3tier LAN is similar to the 2tier design. The core and
the access layers are the same, and the aggregation layer is formed by 5400 modular switches.
The WLAN controllers are connected to the aggregation layer.






